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1. Introduction.

facsBri dge4Ex cCormachoe i§ a Foreign Fax Connector for MS Exchange
designed for high-volume enterprise-wide faxing.

facsBridge4dExchange™ does not have its own Fax engine. It bridges the gap
between MS Exchange and Windows Fax Service, utilising off-the-shelf Windows
Components and, indirectly, any fax device installed on the Fax Service, e.g. T37FSP
or any of its customisations, HylaFSP, Unimodem FSP, Brooktrout FSP, Mainpipe IQ
Express FSP, any of T.38 FSP implementations, etc.

The diagram below demonstrates facsBridge4Exchange™ architecture. Outbound
faxmail is placed into Exchange Drop directory by Hub Transport and submitted to
the Fax Service for transmission by the Connector.

Inbound faxmail is placed into Exchange Pickup directory by f2eRouter, - inbound
routing extension. The inbound faxmail is addressed to the email recipient mapped to
the called fax number as specified by f2eRouter.xml file.

In case of errors, e.g. outbound faxmail contains non-printable attachment, the
Connector sends error notifications by placing email into Exchange Replay directory.
Error notifications are generated automatically and addressed by Master Email
Address.

facsBridge4Exchange™ Connector is designed for MS Exchange Server 2007 SP1 or
MS Exchange Server 2010 with the Hub Transport installed.

facsBridge4dExchange™ is implemented as a Windows service.

Windows Fax Service allows sending by fax any printable document. In the context

of facsBridge4Exchange™, the document must be silently printable. Technically, this

means that

e An application must be associated with a document’s type (document’s file
extension);

e The application associated with the document type must support the PrintTo verb

e In response to PrintTo verb, the application must silently print a document to the
specified printer (presumably Fax Printer), - emphasis on silently.

System administrator should maintain the list of supported file types and ensure that
supported file types have associated application and are silently printable. For
example, having MS Office installed will make DOC and XLS documents printable
(silently). Drag and drop a document into a printer to check if the document is
silently printable. See notes below on silent printing.
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2. Summary of Features.

facsBridge4dExchange™ brings the following benefits,

e Tight integration with the off-the-shelf Windows component, Windows Fax
Service. There is no need for a third party fax printer

e Send, receive and manage faxes as email messages from MS Outlook or any
Exchange Client

e FAX: and optionally SMTP: address types are handled by the Connector

e Multiple attachments of any printable documents converted into a single faxmail

e Delivery Receipts for outbound faxes are generated

e No restriction to number of users (no user-based licencing)

e Inbound faxes routing (f2eRouter) to route inbound faxes based on DID (called
fax number). Facility to generate routing rules based on DID is integrated with
Active Directory (f2eRouter.xml generator). Inbound faxes are routed as email
with a TIFF or PDF attachment

¢ Integration with off-the-shelf Windows Fax Service infrastructure, including
outbound fax routing extension
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e Error logging in Windows Application Events Log

Evaluation version is functional for 30 days. During evaluation period a note,
Thank you for evaluating facsBridge4Exchange Foreign Fax Connector for
Exchange is attached to all fax messages.

3. Software Requirements.

facsBridge4Exchange™ Connector has to be installed on the computer where
Windows Fax Service is installed. The Connector does not have to be installed on the
Exchange Server, providing Drop directory and Exchange Replay directories are
available as a network path. The Connector is designed to be installed on a Windows
Server computer. Summary of software pre-requisites for facsBridge4Exchange™
Connector is listed below

e Windows Server 2003 / 2008

e MS Exchange 2007 SP1 or MS Exchange 2010. There is a nhumber of
requirements for Exchange, see
www.microsoft.com/exchange/2007/default.mspx for details. The most notable
requirements are
e Windows Server 2003 or 2008 with x64 processor
e Hub Transport installed
e Domain controller installed

e Windows Fax Service installed, “Fax” Printer must be available. There is no need
to have a physical modem, but we recommend to add an external Fax Modem to
your system before installing Fax Service in order to overcome a Microsoft’s flaw
in Fax Service installation (select “do not detect my modem” in the Add New
Hardware wizard). If you have Microsoft Fax Printer driver installed, Fax Service
is already installed for you.

e One or more of Windows Fax Service providers (FSP) installed

e MSXML 4.0 SP2 or MSXML 6.0 (Microsoft XML Core Services) is required for the
f2eRouter to parse the f2eRouter.xml file. For Windows 2003 download MSXML
4.0 from http://www.microsoft.com/downloads/details.aspx?FamilyID=
3144b72b-b4f2-46da-b4b6-c5d7485f2b42&DisplayLang=en. In Windows 2008
MSXML 6.0 is installed by default.

e Applications associated with attachments to be processed by the Connector,
capable of silent printing.

3.1 Recommended Configuration

e Windows Server 2008 x64
MS Exchange 2010
MS Office 2007

4. facsBridgedExchange™ Connector Installation Procedure

Installation program (msi package) will install the Fax Connector
(facsBridge4Exchange.exe) and inbound routing extension f2eRouter.dll.
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Administrator will have to address prerequisites (see above) and perform the
following configuration steps,

1. Setup Foreign Connector for Exchange for FAX: address type, and optionally for
SMTP: address type, using Exchange Management Shell cmdlets. SMTP address
type must be formatted as fax.<routing domain> or facsBridge.<routing
domain=>. For Exchange 2010 drop directory must be created manually and
explicitly setup as a full path. For example,

New-ForeignConnector i Name "facsBridge4Exchange" -AddressSpaces "FAX:*"
Set-ForeignConnector "facsBridge4Exchange" -AddressSpaces
"fax.mydomain.com","FAX:*" i Dr op Di r e c \Poogrgm fi c :
Files\Microsoft\Exchange Server\facsBridge4Exchan g e 0

2. Setup Drop and Exchange Replay directories. See table below for the default
paths. If default settings required to be altered, set the following registry
entries, -

1. HKLM\SOFTWARE\Sandlerco\facsBridge4Exchange\DropPath with a string
specifying a full path to the Drop directory

2. HKLM\SOFTWARE\Sandlerco\facsBridge4Exchange\ReplayPath with a
string specifying a full path to the Replay directory

Direstory facsBridge4Exchange Exchange Replay Exchange Pickup
Name Drop

Exchange | cAPrograrfilesMicrosoff CAProgram Filddicrosoft | CAProgram Filelglicrsoft
2007 \Exchange Server \Exchange Server \Exchange Server

Default Path facsBridge4Exchange | TransportRoMeplay TransportRol&Rickup

Exchange
2010
Default Patt

C\Program Filddicrosoft
\Exchange Ser\xt4
TransportRoleplay

C\Program Filddicrosoft
\Exchange Ser\ét4
TransportRolsckup

Exchange drops outbo

facsBridge4Exchange se

facsBridgeE

Comments | faxmail in this directory| error and delivery drops inbound faxmail in
Use notifications in this directq directory. Use
SetForeignConnector | UseSetTransportServer | SetTransportSernandlet
cmdlet to modify cmdlet to modify to modify

equired Permissions

Account

facsBridge | Full access Write access

4Exchange

Administratq Full access Full access Full access

System Full access Full access Full access

Network ReadWrite, Delete Read, Write, Delete Read, Write, Delete

Service Subfolders & Files Subfolders & Files Subfolders & Files

(Fax Service

Table 1. Summary of the required directories for the Fax Connector

Use facsBridge4Exchange.reg.txt provided in i C\Program Files (x86)\Sandler
Consulting Pty Ltd\f ac s Br i d g e tolfacilifat® Pewistry entries update”.
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3. Configure Master Email Address by one of two methods,
a) Set Master Email Address field in the Main TAB of facsBridge™ T37FSP
Configuration application, or

b) Manually by modifying the following registry entry,-
HKLM\SOFTWARE\Wow6432Node\Sandlerco\T37FSP\NotifyMeEMailAddress
(use HKLM\SOFTWARE\Sandlerco\T37FSP\ registry key under x32 Windows).

Use facsBridge4Exchange.reg.txt provided in “C:\Program Files (x86)\Sandler
Consulting Pty Ltd\facsBridge T37FSP” to facilitate this method™.

facsBridge T37FSP ver 3.0.12 Properties ] x|

Main IGatewayl SMTP | Miscellaneous |

Master Email Address | T37user@mycompany. net ,>

IV Only Master Email Address is used for outbound faxing

MNumber of Devices |1 ﬂ

Enable T37FSP in Fax Service
Enable I

[ Use only T37FSP for Sending Faxes [recommended)

HomePage/Purchase |

Activate |

facsBridge T37FSP ver 3.0.12 Enterprise License activated

| oK I Cancel Apply Help

4. Setup facsBridge4Exchange dedicated account.

a) Grant permissions to the facsBridge4Exchange and other accounts for
Drop and Replay directories as per Table 1 above. Permissions can be
granted by using Security TAB on the Properties dialog for the directory
through the Explorer.

b) Make sure the facsBridge4Exchange account has administrative
permissions for the Fax Service by navigating to Security TAB of Fax
(local) Properties in Fax Service Manager (Windows 2003 Server: Start-
>Programs->Accessories-> Communications->Fax->Fax Service Manager,
Windows 2008 Server: Start -> Admin Tools -> Fax Service Manager).
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5. Make sure MAPI is installed on the computer facsBridge4Exchange™ runs on.
MAPI can be downloaded from
http://www.microsoft.com/downloads/details.aspx? FamilylD=el17e7f31-079a-
43a9-bff2-0a110307611e&displaylang=en. If Outlook is installed then MAPI is
also installed.

6. Make sure Windows firewall as well as a third party firewall and/or antivirus
program do not block facsBridge4Exchange™

7. Configure inbound routing extension f2eRouter - refer section 5 below.
8. Create a list of file types authorized for silent printing to be stored in the Registry

by manually by adding an empty string named after the file type to the following
registry node:
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10.

11.

12.

13.

HKLM\SOFTWARE\Sandlerco\facsBridge4Exchange
For example, String:”"PDF”, String: “JPG”, etc

Use facsBridge4Exchange.reg.txt provided in “C:\Program Files (x86)\Sandler
Consulting Pty Ltd\facsBridge T37FSP” to facilitate this method™.

Notes On Silent Printing

1. Some applications have a habit of popping up a message when started for the
first time in the context of a particular account. MS Office is not an exception.
Hence, all applications that are used for silent printing should be started to
eliminate potential pop-ups.

2. In Windows 2003 only and if MS Word is installed, the following file types are
already supported and do not need to be authorized: DOC, DOCX, RTF, HTM,
HTML, XML.

3. Note, commonly used browsers do not support silent printing. For operating
systems other than Windows 2003, assuming Word 2007 is installed and IE is
the default browser, perform the following work around to associate printto
action for HTM/HTML with Word. Run Registry Editor, export
HKCR\Word.Document.8\shell\Printto into a reg file, replace
Word.Document.8 with htmlfile and double click on the file. If different
version of Word is installed, and/or different browser is the default browser,
modify the above procedure accordingly.

4. To make use of PDF files silent printing make sure an appropriate application
is installed. Note, Adobe Reader does not properly support silent printing. The
connector will hang on attempt to process PDF attachment if Adobe Reader is
the default application to process PDF files. One of applications that support
PDF silent print is Foxit Reader (freeware, www.foxitsoftware.com.)

Configure Fax Delivery Notifications by adding the following registry entries to
HKLM\SOFTWARE\Sandlerco\facsBridge4Exchange:

“NotifyOnSuccess”

“NotifyOnFailure”

Set the above flags to “Y” to enable Notifications, or to “"N” to disable. By default,
Notifications on Failure are enabled, Notifications On Success are disabled.

Use facsBridge4Exchange.reg.txt provided in “C:\Program Files (x86)\Sandler
Consulting Pty Ltd\facsBridge T37FSP” to facilitate this method".

Login with facsBridge4Exchange dedicated account.

In Windows 2008, Configure Fax Account by navigating to Start- Programs-
Windows Fax and Scan, navigate to Tools, fill in Fax Accounts details (Local
Modem account on Local Fax is required; there is no need for a physical fax-
modem; assuming there is a fax device available). This will allow monitoring of
sent faxes in Windows Fax and Scan.

It is recommended to set image quality to Normal for Windows Fax Printer.

Ensure the applications are configured correctly for silent printing (step 8 above)
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a) Start all applications that might be used for silent printing to eliminate
potential pop-ups.

b) Run
facsBridge4Exchange.exe /Debug

from the command line, having C:\Program Files(x86)\Sandler Consulting
Pty Ltd\facsBridge T37FSP\" as the current directory.

c) Send fax-mail through the Connector with authorized file types
attachments

d) Run facsBridge4Exchange.exe /StopDebug when finished.

facsBridge4 Exchange E|

Lsage:

facsBridgedExchange [RegServer ko reqgister the service

facsBridgedExchange [UnregServer ba unregister the service

facsBridgedExxchange [Debug to run not as a service for evaluation,
FacsBridge4Exchange [StopDebug to stop the executable when not running as a service.

14. Log off facsBridge4Exchange dedicated account and login again as Administrator.
15. Register facsBridge4Exchange service by executing
facsBridge4Exchange.exe /RegServer

from the command line having C:\Program Files(x86)\Sandler Consulting Pty
Ltd\facsBridge T37FSP\ as the current directory”.

16. Specify facsBridge4Exchange dedicated account name and password in Log On
TAB of the facsBridge4Exchange Properties in the Services Control Panel applet.

Note, If the service is re-registered, Log On details need to be re-entered (refer
picture below).
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17.Finally, start facsBridge4Exchange service; make sure that Windows Fax Service
is also running.

5. facsBridge™ f2eRouter Installation Procedure

It is recommended to install facsBridge™ T37FSP to simplify facsBridge™ f2eRouter
configuration. Administrator will have to perform the following steps,

1. Register f2eRouter by running

regsvr32 f2eRouter.dll
from the Windows System32 directory (sysWOW64 in x64 Windows Server) if it
has not been registered before.

2. Generate f2eRouter.xml file located in Program Files (x86)/Sandler Consulting
Pty Ltd/facsBridge t37fsp” by one of two methods
a) Using Generate XML button on Miscellaneous TAB in facsBridge™ T37FSP
Configuration application (automatically generates file from Active
Directory).
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facsBridge T37FSP ver 3.0.12 Properties x|

Main | Gateway | SMTP Miscellaneous I

[~ iGenerate Banner Locally for outbound faxes

— Inbound Routing N
[~ Enable Receive (integrates with local SMTP service) sl ol |
Generate XML |
< [ Use different SMTP @ Vaidate XML~ |
//
— Log File
[V Genesate Log Fie ViewLogFile | for [T37FSP ~|

facsBridge for Dfﬁcel

| oK I Cancel Apply I Help I

b) Rename sample file provided f2eRouterSample.xml file as f2eRouter.xml

3. Edit the following attributes in f2eRouter.xml:
a) Enter CalledID (called number) and Email Address to forward faxmail to.
b) Set Default Routing to Off to disable default routing; or to On - to route
all inbound faxes that are not associated with the CalledID (see step
above) to a Master email address, specified in the step 4.4 above.
c) Set FaxFileFormat to specify email attachment type (TIF or PDF)

4. Once modified, validate the f2eRouter.xml file by one of two methods
a) Using Validate XML button on Miscellaneous TAB in facsBridge™ T37FSP
Configuration application.
b) Running Program Files (x86)/Sandler Consulting Pty Ltd/facsBridge
t37fsp\ValidateXML.js ".

5. Review f2eRouter.xml file by clicking F2ERouter.XML button in the
facsBridge™ T37FSP Configuration application (if available)

6. Configure Exchange Pickup directory to use by f2eRouter by one of two

methods,

a) Using facsBridge™ T37FSP Configuration application,

e select Use different SMTP for inbound routing on Miscellaneous TAB (see
picture above)

e specify <local>ExchangePickupDirectoryPath in the SMTP Server field on
Mail Server i f2eRouter TAB

e Uncheck Do not use CDO on Mail Server i f2eRouter TAB
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facsBridge T37F5P ver 3.0.12 Properties x|

M air I Gatewa_l,ll SMTF'I Mizcellaneous  Mail Server - F2eRouter |

MTP Server Hame ar [P ||<||:u:a|> C:AProgram FilesMicrozoftsExchange Server :)

SMTP Part |25 Retrieve SMTF Server |
Connection Timeout [zec] I'I 0 Test bail |
Tranzmizzion Timeout [zec] I'I i

Acoount Marme I

Pazzword I

- D t oo M ail Drelivery Hatifications
oot use [T OnSuccess

[T NTLM Authentication for Exchange [~ OnFailue

[ 551 Connection [~ OnCelay

k. I Cancel | Apply | Help

b) Manually by modifying the following registry entries, -

e HKLM\SOFTWARE\Wow6432Node\Sandlerco\T37FSP\rec_SMTPServer with
a string specifying <local> followed by the full path to the Exchange
Pickup directory, and

e HKLM\SOFTWARE\Wow6432Node\Sandlerco\T37FSP\SMTPInboundDiffer
with value “Y”

Or use HKLM\SOFTWARE\Sandlerco\T37FSP\ registry key under x32

Windows.

Use facsBridge4Exchange.reg.txt provided in C:\Program Files (x86)\Sandler
Consulting Pty Ltd\facsBridge T37FSP to facilitate this method”. Exchange
Pickup directory default path is listed in a table in step 4.3.

7. Grant permissions to the Fax Service account (Network Service) and other
accounts for the Exchange Pickup directory as per Table 1 above. Permissions
can be granted by using Security TAB on the Properties dialog for the
directory through the Explorer

8. Use Fax Service Manager (Start->Programs->Accessories->Communications-
>Fax->Fax Service Manager) to configure associations between fax devices
and the inbound routing extension as appropriate.
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9. Restart the Fax Service.

For more information see www.sandlero.com/t37fspext.htm#F2Erouter.

6. Addressing a faxmail from Outlook.
To send a fax from MS Outlook via Exchange, the following addressing is supported,

1. Once off fax format:
as dialable , e.g. [FAX:123456789] (including square brackets), or
as canonical , e.g. [FAX:+61 (3) 123456789] (including plus, round brackets
and square brackets. Please note, round brackets are compulsory),

2. Home fax or Business fax from Outlook Contacts. Both, a country code and an
area code must be specified. An area code must not be left blank, otherwise Fax
Service will not accept the address (because the canonical address should have
both, a country code and an area code).

3. 123456789@fax.<routing domain> where the Connector is configured (using
Set-ForeignConnector cmdlet) to handle SMTP address format for the domain
fax. <routing domain>. Do not attempt to specify a canonical format using SMTP
address type, Outlook will render it invalid. Dialable address, without plus,
brackets and spaces, must be specified.

For the cases 1 and 2, the Connector must be configured to handle FAX address type
(Set-ForeignConnector “facsBridge4Exchange" -AddressSpaces "FAX:*"). For those
cases, Exchange uses IMC encapsulation to encapsulate fax address in SMTP format.

In the context of FSP installed, be aware about potential issue of the canonical
format with Internet Fax Providers as described at
www.sandlerco.com/troubleshooting.htm# Q2.

7. Troubleshooting
1. Fax is in Pending Status and is never sent.
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On a very rare occasion (so far reproduced in VMware test environment only),
outgoing fax can be found in Pending status. To resolve this situation, Fax
Service needs to be restarted.

2. Windows 2008 Fax and Scan is not showing Sent Faxes

In Windows 2008 Fax and Scan does not show faxes sent under another user
(e.g. facsBridged4Exchange dedicated account). To monitor sent faxes login
under facsBridge4Exchange dedicated account.

3. Diagnostic Registry entries
The following Registry entries (where HKCU is in the context of the
facsBridge4Exchange dedicated user) are used to assist in troubleshooting
of facsBridge4Exchange™

HKCU\SOFTWARE\Sandlerco\facsBridge4Exchange\

Last Date/Time Stamp

Last From Email Address

Last To Email Address

Last To Fax Number

Last Faxed File Name (TIFF)

Last Print To Fax File Name (source file name)

4. Fax Service does not start in x64 Windows on a computer where
f2eRouter extension is installed and registered.
If f2eRouter.xml file is not valid, Fax Service will not start in x64 Windows.
Correct f2eRouter.xml file and make sure it is valid (step 5.4 above). As a
minimum, remove or rename invalid f2eRouter.xml file.

In 32-bit Windows use Program Files/Sandler Consulting Pty Ltd/facsBridge
t37fsp folder.
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