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1. Introduction.

facsBridge4Exchange™ Connector is a Foreign Fax Connector for MS Exchange
designed for high-volume enterprise-wide faxing.

facsBridge4dExchange™ does not have its own Fax engine. It bridges the gap
between MS Exchange and Microsoft Fax (also referred to as Windows Fax Service),
utilising off-the-shelf Windows Components and, indirectly, any fax device installed
on the Fax Service, e.g. T37FSP or any of its customisations, HylaFSP, Unimodem
FSP, Brooktrout FSP, Mainpipe IQ Express FSP, any of T.38 FSP implementations,
etc.

The diagram below demonstrates facsBridge4Exchange™ architecture. Outbound
faxmail is placed into Exchange Drop directory by Hub Transport and submitted to
the Fax Service for transmission by the Connector.

Inbound faxmail is placed into Exchange Pickup directory by f2eRouter, - inbound
routing extension. The inbound faxmail is addressed to the email recipient mapped to
the called fax number as specified by f2eRouter.xml file.

In case of errors, e.g. outbound faxmail contains not-supported attachment, the
Connector sends error notifications by placing email into Exchange Replay directory.
Error notifications are generated automatically and addressed from the Master Email
Address.

facsBridge4dExchange™ Connector is designed for MS Exchange Server 2007 SP1 or
MS Exchange Server 2010 with the Hub Transport installed.

facsBridge4dExchange™ supports the following attachment types,

TXT

MS Word file types (DOC, DOCX, RTF)

MS Excel file types (XLS, XLSX)

HTM/HTML, XML

PDF

All popular image formats (BMP, GIF, PNG, JPEG, JPG, ICO, IJNG, PBM, PGM, PPM,
JBIG, JBG2, JP2K, WBMP, TGA, DCX, DNG, WMF, AMF, EMF, TIF, TIFF

There was an attempt to support all printable file formats, similar to Microsoft Fax
that accepts all printable file formats. This approach is obsolete since version 3.2.0
due to reliability issues. The issue was that it is impossible to guarantee the
attachment is silently printable. For example, if attached PDF file happens to be
password protected then the associated application will produce a popup dialog.
Obviously, user interface is not allowed in the context of unattended execution.
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2. Summary of Features.

facsBridge4dExchange™ brings the following benefits,

e Tight integration with the off-the-shelf Windows component, Windows Fax
Service (Microsoft Fax). There is no need for a third party fax printer

e Send, receive and manage faxes as email messages from MS Outlook or any
Exchange Client

e FAX: and optionally SMTP: address types are handled by the Connector

e Multiple attachments converted into a single faxmail

e Delivery Receipts for outbound faxes are generated

e No restriction to number of users (no user-based licencing)

e Inbound faxes routing (f2eRouter) to route inbound faxes based on DID (called
fax number). Facility to generate routing rules based on DID is integrated with
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Active Directory (f2eRouter.xml generator). Inbound faxes are routed as email
with a TIFF or PDF attachment

Integration with off-the-shelf Windows Fax Service infrastructure, including
outbound fax routing extension

Error logging in Windows Application Events Log

Evaluation version is functional for 30 days. During evaluation period a note,

Thank you for evaluating facsBridge4Exchange Foreign Fax Connector for
Exchange is attached to all fax messages, and watermarks are stamped.

3. Software Requirements.

facsBridge4Exchange™ Connector has to be installed on the computer where
Windows Fax Service is installed. The Connector does not have to be installed on the
Exchange Server, providing Drop directory and Exchange Replay directories are
available as a network path. The Connector is designed to be installed on a Windows
Server computer. Summary of software pre-requisites for facsBridge4Exchange™
Connector is listed below

Windows Server 2003 / 2008

MS Exchange 2007 SP1 or MS Exchange 2010. There is a number of
requirements for Exchange, see
www.microsoft.com/exchange/2007/default.mspx for details. The most notable
requirements are

e Windows Server 2003 or 2008 with x64 processor

e Hub Transport installed

e Domain controller installed

Windows Fax Service installed. There is no need to have a physical modem, but
we recommend adding a reference to an external Fax Modem into your system
before installing Fax Service in order to overcome a Microsoft’s flaw in Fax
Service installation (select “do not detect my modem” in the Add New Hardware
wizard). If you have Microsoft Fax Printer driver installed, Fax Service is already
installed for you.

One or more of Windows Fax Service providers (FSP) installed

MSXML 4.0 SP2 or MSXML 6.0 (Microsoft XML Core Services) is required for the
f2eRouter to parse the f2eRouter.xml file. For Windows 2003 download MSXML
4.0 from http://www.microsoft.com/downloads/details.aspx?FamilyID=
3144b72b-b4f2-46da-b4b6-c5d7485f2b428&DisplayLang=en. In Windows 2008
MSXML 6.0 is installed by default.

For Windows 2008, Desktop Experience Feature must be installed.

Word and Excel from Microsoft Office 2007 or later, including PDF Export feature,
available as separate download from Microsoft.

3.1 Recommended Configuration
Windows Server 2008 x64

MS Exchange 2010

MS Office 2007 Or 2010
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4. facsBridge4Exchange™ Connector Installation Procedure

Installation program (msi package) will install the Fax Connector
(facsBridged4Exchange.exe), inbound routing extension f2eRouter.dll and
Configuration Application.

Administrator will have to address prerequisites (see above) and perform the
following configuration steps,

1. Setup Foreign Connector for Exchange for FAX: address type, and optionally for
SMTP: address type, using Exchange Management Shell cmdlets. SMTP address
type must be formatted as fax.<routing domain=> or facsBridge.<routing
domain>. For Exchange 2010 drop directory must be created manually and
explicitly setup as a full path. For example,

New-ForeignConnector i Name "facsBridge4dExchange" -AddressSpaces "FAX:*"
Set-ForeignConnector "facsBridge4Exchange™ -AddressSpaces
"fax.mydomain.com","FAX:*" i Dr op Di r e c \Poogrgm fi c :
Files\Microsoft\Exchange Server\facsBridge4Exchan g e 0

2. Using facsBridge4Exchange TAB of the Configuration Application,

facsBridge ver 3.1.5 Propetrties x|

Main facsBridgedExchange | f2eFiouter|

facsBridgedE xchange Drop Path as specified in Set-ForeignConnector

c:\Program Files\Microsoft\E xchange Server\facsBridgedE xchange

— Exchange Replay Path as specified in Set-TransportServer

c:\Program Files\Microsoft\E xchange Server\TransportRoles\Replay Browse... l

— Fax Transmission Delivery Natifications via Replay Directory
™ Notify Dn Success
V' Notify on Failure

oK I Cancel I Spply Help

setup Drop and Exchange Replay directories (if you have a backup/redundancy
Exchange Server, specify a backup Replay directory). See the table below for the
default paths. Make sure the required permissions are granted.
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Direabry facsBridge4Exchange Exchange Replay Exchange Pickup
Name Drop

Exchange | cAPrograrfilesMicrosoff CAProgram Filddicrosoft | CAProgram Filelglicrosth
2007 \Exchange Server \Exchange Server \Exchange Server
Default Path facsBridge4Exchange | TransportRoMeplay TransportRol&Rickup
Exchange | There is no default, sh¢ CAProgram Filddicrosoft | CA\Program Filddicrosoft
2010 be set up explicitly \Exchange Ser\xt4 \Exchange Ser\ét4

Default Path

TransportRoMeplay

TransportR@eickup

Exchange drops outbo

facsBridge4Exchange se

facsBridgeE

Comments | faxmail in this directory| error and delivery drops inbound faxmail in
Use notifications in this directq directory. Use
SetForeignConnector | UseSetTransportServer | SetTransportSenandlet
cmdlet to modify cmdlet to modify to modify

Required Permissions

Account

facsBridge | Full access Write access

4Exchange

Administratq Full access Full access Full access

System Full access Full access Ful access

Network Read, Write, Delete Read, Write, Delete Read, Write, Delete

Service Subfolders & Files Subfolders & Files Subfolders & Files

(Fax Service

Table 1. Summary of the required directories for the Fax Connector

On the same TAB Configure Fax Delivery Notifications as appropriate.

3. Configure Master Email Address on the Main TAB of the Configuration Application.
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facsBridge T37FSP ver 3.1.5 Properties 3 x|

Main l facsBridgedExchange | f2eRouter |

< Master Email Address A dministrator@domain. sandlerco D>

HomePage/Purchase Activate facsBridge4E xchangel

T37FSP is not installed
facsBridgedExchange v. 3.1.5 License activated

| 0K I Cancel Apply J Help

4. Setup facsBridge4Exchange dedicated account.

a) Grant permissions to the facsBridge4Exchange and other accounts for
Drop and Replay directories as per Table 1 above. Permissions can be
granted by using Security TAB on the Properties dialog for the directory
through the Explorer.

b) Make sure the facsBridge4Exchange account has administrative
permissions for the Fax Service by navigating to Security TAB of Fax
(local) Properties in Fax Service Manager (Windows 2003 Server: Start-
>Programs->Accessories-> Communications->Fax->Fax Service Manager,
Windows 2008 Server: Start —> Admin Tools -> Fax Service Manager).
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5. Make sure MAPI is installed on the computer facsBridge4Exchange™ runs on.
MAPI can be downloaded from
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=el17e7f31-079a-
43a9-bff2-0a110307611e. If Outlook is installed then MAPI is also installed.

6. Make sure Windows firewall as well as a third party firewall and/or antivirus
program do not block facsBridge4Exchange™

7. Configure inbound routing extension f2eRouter - refer section 5 below.

8. Login with facsBridge4Exchange dedicated account.
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9.

10.
11.

12.

13.

In Windows 2008, Configure Fax Account by navigating to Start- Programs-
Windows Fax and Scan, navigate to Tools, fill in Fax Accounts details (Local
Modem account on Local Fax is required; there is no need for a physical fax-
modem; assuming there is a fax device available). This will allow monitoring of
sent faxes in Windows Fax and Scan.

It is recommended to set image quality to Normal for Windows Fax Printer.
Setup custom cover pages if necessary by using Fax Cover Page Editor.
Evaluate facsBridge4Exchange,

a) Make sure that Windows Fax Service is running. Run
facsBridge4Exchange.exe /StartRun

from the command line, having C:\Program Files(x86)\Sandler Consulting
Pty Ltd\facsBridge T37FSP\" as the current directory.

b) Send fax-mail through the Connector. You might experience some pop-
ups that need to be addressed. For example, if ‘Picture Printing is not
available without Desktop Experience Feature’ appears, install the Desktop
Experience Feature by navigating to Start -> Admin Tools -> Server
Manager -> Features -> Add Feature. Until this feature is installed, failure
notification emails with the text ‘ConnectedSubmit failed’ will be
generated.

c) Run facsBridge4Exchange.exe /StopRun when finished.

It is technically possible to run facsBridge4Exchange as a service. However, there
are known issues with MS Office running in the service context (reliability and
licensing issues), see http://support.microsoft.com/kb/257757. Microsoft
recommends using Word Automation Services instead, but this is a component of
SharePoint 2010, so it would introduce coupling with SharePoint. There are
similar 3™ party tools, but they are prohibitively expensive. If you'd like version
integrated with SharePoint please contact us. Currently running
facsBridge4Exchange as a service is not supported. Start facsBridge4Exchange as
above in a dedicated terminal session (logged in with the facsBridge4Exchange
dedicated account) and disconnect from the terminal session.

5. facsBridge™ f2eRouter Installation Procedure

Please follow the following steps,

1. Register f2eRouter by using Register f2eRouter button on f2eRouter TAB in
facsBridge™ Configuration application.
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facsBridge ver 3.2.5 Properties X

X|

Main | Gateway - T37FSPO | Miscellaneous | facsBridgedExchange f2eRouter I

— f2eRouter Configuration
[V Drop inbound faxmail in the Exchange Pickup Directong Browse... |
IC: “Program Files\Microsoft\E xchange ServeriTransportRoleshPickup

™ Default Routing

~— Email options
[~ Short subject line
[~ PDF attachment

— f2eRouter registration with Fax Service

Register f2eRouter | Unreaister f2eR x:nutr':rl

—f2eRouter. XML

ViewxML | GeneratexML | Validate XML~ |

I = A

Generate f2eRouter.xml file located in Program Files (x86)/Sandler Consulting

Pty Ltd/facsBridge t37fsp” by one of two methods

a) Using Generate XML button on f2eRouter TAB in facsBridge™
Configuration application (automatically generates file from Active

Directory).

b) Rename sample file provided f2eRouterSample.xml file as f2eRouter.xml

3. Edit the following attributes in f2eRouter.xml:

Enter CalledID (called number) and EmailAddress to forward faxmail

to.

4. Once modified, validate the f2eRouter.xml file by using Validate XML button

on f2eRouter TAB in facsBridge™ Configuration application.

Review

f2eRouter.xml file by clicking F2ERouter.XML button in the facsBridge™

Configuration application

5. Configure Exchange Pickup directory to use by f2eRouter via f2eRouter TAB

6. Default Routing is controlled by a check box on the F2ERouter tab of the
facsBridge™ T37FSP Configuration application. If default routing is enabled
then all inbound faxes that are not associated with the CalledID will be
forwarded to the Master email address, specified in the above step.

7. Email attachment format (TIFF or PDF) is controlled by a check box on the
F2ERouter tab of the facsBridge™ T37FSP Configuration application.
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8. Grant permissions to the Fax Service account (Network Service) and other
accounts for the Exchange Pickup directory as per Table 1 above. Permissions
can be granted by using Security TAB on the Properties dialog for the
directory through the Explorer

9. Use Fax Service Manager (Start->Programs->Accessories->Communications-
>Fax->Fax Service Manager) to configure associations between fax devices
and the inbound routing extension as appropriate.

#» Microsoft Fax Service Manager i [m] 4|
File Acton View Window Help
€= | HimE = HE
@» Fax (Local)\Devices and Providers\Devices =1al
2 {Local) ame eceive en S ings rovider escription
&5 Fax (Local) M [Receive [ Send |[Status | Rings [ Provid | Descripti
El [ Devices and Providers E=r377sP0 Auto Yes Idle 1 facsBridge T37FSP - 7,37 FSP Client for x64
Devices
% Providers gi #» T37FSP0\Incoming Methods =101 =
[ 3 Incoming Routing = (= T3775P0 Name I Enabled | Extension |
=15 Global Methods =13 Incoming Methods =3 Route through e-mail No Microsoft Routing Extension
B 5 Cutgoing Routing =13 Store in & folder Mo Microsoft Routing Extension
= [ Groups |=QPrint MNo Microsoft Routing Extension
= All devices tinbound fax to e-mail routing extension 5 F2ERouter
[H3 Rules
&2 Accounts
QB Cover Pages

10. Restart the Fax Service.

For more information see www.sandlero.com/t37fspext.htm#F2Erouter.

6. Addressing a faxmail from Outlook.
To send a fax from MS Outlook via Exchange, the following addressing is supported,

1. Once off fax format:
as dialable , e.g. [FAX:123456789] (including square brackets), or
as canonical , e.g. [FAX:+61 (3) 123456789] (including plus, round brackets
and square brackets. Please note, round brackets are compulsory),

2. Home fax or Business fax from Outlook Contacts. Both, a country code and an
area code must be specified. An area code must not be left blank, otherwise Fax
Service will not accept the address (because the canonical address should have
both, a country code and an area code).

3. 123456789@fax.<routing domain> where the Connector is configured (using
Set-ForeignConnector cmdlet) to handle SMTP address format for the domain
fax. <routing domain>. Do not attempt to specify a canonical format using SMTP
address type, Outlook will render it invalid. Dialab le address, without plus,
brackets and spaces, must be specified.

For the cases 1 and 2, the Connector must be configured to handle FAX address type
(Set-ForeignConnector “facsBridge4Exchange" -AddressSpaces "FAX:*"). For those
cases, Exchange uses IMC encapsulation to encapsulate fax address in SMTP format.
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In the context of FSP installed, be aware about potential issue of the canonical
format with Internet Fax Providers as described at
www.sandlerco.com/troubleshooting.htm# Q2.

7. Cover Pages integration

A Microsoft Fax cover page can be requested by specifying cp=<cover_page_name=>,
e.g.

cp=generic

in the email subject line. No spaces are allowed in the cover page name, and no
spaces around equal sign is accepted.

The tags embedded into the cover page are deduced from the originator’s email
address. The tags for all email addresses are stored in the facsBridge.xml file. There
is no need to edit this file directly. Each user should run FB4ECoverPageSetup
application in order to specify the tags. It is recommended to run
FB4ECoverPageSetup from a terminal session. Otherwise, each user would need a
physical access to the computer where facsBridge4Exchange is installed.

If a cover page is requested then email body will be used as the text note on the
cover page.

8. Troubleshooting

1. Fax is in Pending Status and is never sent.

On a very rare occasion (so far reproduced in VMware test environment only),
outgoing fax can be found in Pending status. To resolve this situation, Fax
Service needs to be restarted.

2. Windows 2008 Fax and Scan is not showing Sent Faxes

In Windows 2008 Fax and Scan does not show faxes sent under another user
account (e.g. facsBridge4Exchange dedicated account). To monitor sent faxes
login under facsBridge4Exchange dedicated account.

3. Diagnostic Registry entries
The following Registry entries (where HKCU is in the context of the
facsBridge4Exchange dedicated user) are used to assist in troubleshooting of
facsBridge4Exchange™

HKCU\SOFTWARE\Sandlerco\facsBridge4Exchange\

Last Date/Time Stamp

Last From Email Address

Last To Email Address

Last To Fax Number

Last Faxed File Name (TIFF)

Last Print To Fax File Name (source file name)
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4. Fax Service does not start in x64 Windows on a computer where f2eRouter
extension is installed and registered.
If f2eRouter.xml file is not valid, Fax Service will not start in x64 Windows.
Correct f2eRouter.xml file and make sure it is valid (step 5.4 above). As a
minimum, remove or rename invalid f2eRouter.xml file.

* In 32-bit Windows use Program Files/Sandler Consulting Pty Ltd/facsBridge t37fsp
folder.
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